Runtime Authority Governance and Assurance for Autonomous and

Al-Enabled Systems

AUTHREX Research Program White Paper | July 2026
Burak Oktenli, MBA | Independent Researcher, AUTHREX Research Program | Washington, DC
info@burakoktenli.com | burakoktenli.com | authrex.systems | ORCID 0009-0001-8573-1667

THE PROBLEM

Autonomous and Al-enabled systems now act faster than the humans nominally in charge can
review, permit, or reverse. Their operational authority derives from sensor inputs whose integrity is
contested, and from decision pipelines whose behavior under degradation is rarely specified. Binary
trust models fail exactly when it matters: under partial sensor degradation, interference, calibration
drift, or transient denial of service, an all-or-nothing lockout is operationally inadequate. No
standardized architecture today enforces runtime authority governance between an Al system and
its actuators. This gap sits at the center of the command-and-control problem for contested and
degraded environments: modes of operation are mandated, but the transition mechanism between
them, who may decide, under what conditions, with what verification, is left unspecified.

THE AUTHREX ARCHITECTURE

AUTHREX is a seven-component governance pipeline that treats authority as a graded, trust-
proportional, recoverable resource rather than a binary switch. SATA anchors sensor trust in
hardware attestation; HMAA computes graded authority from fused trust evidence; ADARA models
deception-aware risk; MAIVA provides Byzantine-resilient multi-agent integrity; FLAME bounds
escalation latency; CARA specifies deterministic authority recovery; and ERAM spans the stack with
escalation-risk assessment. Each component is formally specified, and each is protected by a U.S.
provisional patent application (seven filed, all provisional and unexamined). The program's scope is
governance and assurance only: no weapons, targeting, or kinetic-effects work is in scope, by
design, which keeps the architecture aligned with the human-judgment requirements of DoD
Directive 3000.09.

VERIFICATION AND EVALUATION EVIDENCE

+ Peer-reviewed publication: Oktenli, B. SATA: Sensor Attestation and Trust Anchoring. Journal
of Hardware and Systems Security (Springer Nature) 10, 17 (2026). DOI 10.1007/s41635-026-
00190-4. The published protocol computes a continuous trust scalar from cryptographically
committed attestation records, anchored in a TPM 2.0 hardware root of trust.

- Formal methods: the published SATA state machine was checked in TLLA+ across 18,892
reachable states with zero violations of eight safety invariants, and carries a proven signature-
barrier unforgeability bound below 27-128 under a formally specified adversary model. The
HMAA authority model was checked across 23,748 distinct reachable states with no
counterexample within the evaluated state space.

« Structured evaluation: nineteen interactive simulations and more than 2,800 documented runs
assess Al-enabled decision pipelines for unsafe, inconsistent, or out-of-bounds authority behavior;
a 10,000-run Monte Carlo campaign provides implementation-conformance evidence; mutation
testing of the flagship simulation detected 41 injected mutants against a 386-test regression suite
with deterministic reproduction.

- Standards mapping: design controls mapped to selected requirements in DoD Directive
3000.09, ISO 26262 ASIL-D, MIL-STD-810G, and NERC CIP; no certification or compliance
determination is claimed.

RESEARCH PLATFORMS

The program spans twelve research platforms across nine mission domains: two early-stage physical
testbeds, a ground rover and a UAV, physically assembled with documented bills of materials, and
ten domain reference designs in the BLADE series. All results are demonstrated in simulation at
self-assessed TRL 2 to 4, and the complete record of 40 DOI-registered research outputs is publicly
verifiable.
- BLADE-EDGE: defense edge operations; governed autonomy for tactical systems under denied
and degraded communications.
« BLADE-AV: autonomous ground mobility; graded driving-automation authority under sensor
degradation and fault conditions.
« BLADE-MARITIME: surface maritime operations; authority governance for unmanned surface
platforms in contested waters.




BLADE-UUYV: undersea operations; tiered authority descent for unmanned undersea vehicles
under link loss, governed fallback rather than silence.

BLADE-SPACE: on-orbit autonomy reference architecture (DOI 10.5281/zenodo.20183269);
explicitly simulation-only, with no flight or hardware-in-the-loop validation claimed.
BLADE-CUAS: counter-UAS decision governance; authority gating for automated detection-and-
response pipelines within the program's non-kinetic scope.

BLADE-INFRA: critical-infrastructure authority governance for utility-scale automated control
decisions.

BLADE-INFRA-OT: industrial OT and the IT-OT bridge; mandatory deliberation before
automated load-shedding and control writes.

BLADE-SWARM: attritable swarm autonomy; authority distribution and recovery across
degrading multi-vehicle formations.

BLADE-AGENT-HSM: hardware security module reference design for agentic Al; autonomous
actions held behind signed authority.

SOFTWARE APPLICATIONS

A companion layer of prototype assurance applications, published on the AUTHREX Systems
venture site, demonstrates selected governance functions through interactive software artifacts:

AUTHREX-ASSURE: pre-deployment authority governance; evaluates configured evidence
conditions and records an internal release or hold recommendation.

AUTHREX-ICS-GATE: OT authority governance for critical infrastructure; authorizes the
deterministic safety logic for Al in OT and never makes the safety decision itself.
AUTHREX-AGENT: the seven-stage pipeline instantiated as a software shim around LLM-based
agents; no FPGA and no model retraining required.

AUTHREX-AGENT-SIM: mission-level governance of the full seven-gate pipeline over an
autonomous cyber-defense campaign, with ten injectable failure modes, an in-browser V&V suite,
and synthetic data only.

AUTHREX-SANDBOX: governs the test environment itself so evaluation is bounded, audited,
and reversible; consistent with NDAA Section 1534 sandbox direction; feeds ASSURE
downstream.

AUTHREX-SPACECYBER: orbital authority governance; where signal delay removes the human
from the loop, authority moves onboard under governed conditions.
AUTHREX-AGENT-CYBER: agentic and cyber-domain governance, paired with BLADE-AGENT-
HSM; incorporates the cited variants AUTHREX-ZTAGENT (Zero Trust for autonomous agents)
and AUTHREX-MCPGOV (Model Context Protocol server governance).

Two feature layers extend the stack: AUTHREX-PQC, post-quantum-ready signing as a property of
BLADE-AGENT-HSM, and AUTHREX-AISBOM, an Al software bill of materials emitted by the ERAM
ledger. The AUTHREX-ENGAGE simulation provides an integrated public demonstration
environment.

EXTERNAL EVALUATION AND RECOGNITION

Air Force Research Laboratory: white paper on conditions-based authority governance and
assurance for the virtual command-and-control layer favorably evaluated under Broad Agency
Announcement FA8750-24-S-7003 (CANVAS) and assessed as of interest to the Air Force; not
funded at the time due to stated budget constraints (memorandum, June 2026).

Federal Register: public comment on automated-system incident reporting cited by name in a
2026 NHTSA Federal Register notice.

International engagement: verification working papers circulated to CCW state delegations;
invited technical consultation with the Netherlands Ministry of Foreign Affairs team supporting
the GGE Chair (July 2026).

Community: accepted presenter, NDIA Emerging Technologies for Defense Conference,
Washington, DC, September 2026; written technical responses from the RAND Corporation and
NASA,; peer-reviewed publication in the Journal of Hardware and Systems Security.

ENGAGEMENT

The program welcomes technical exchange on runtime authority governance, verification and
validation of autonomous decision systems, and assurance for contested and degraded operations.
Verification artifacts, reproducibility packages, and platform documentation are available at
burakoktenli.com and authrex.systems, or by writing to info@burakoktenli.com.



